






    

    




    
        
          
            	
                      ISMG Network 
                      	BankInfoSecurity
	CUInfoSecurity
	GovInfoSecurity
	HealthcareInfoSecurity
	InfoRiskToday
	CareersInfoSecurity
	DataBreachToday
	DeviceSecurity
	FraudToday
	PaymentSecurity
	CIO
	AIToday


                  
	
                                                                                    USA
                                                                                                                                                                                                                                                                                            	USA
	UK
	Europe
	India
	Asia


                    



            	
                            
                            
                            	Notifications


                                    
                                                                

                            


                        
                    
                                            	Sign in
	Register
	
                    CyberEd.io Membership
                      
                  


            

        

    
    
        
            
                
                    
                

            


            
                
            


            
                
                    
                

            

            https://www.bankinfosecurity.com/

        

    


    
    


  
      
                
                  
                    
                  

                

                
                

                
                  
                      
                  

                

                
                  
                      
                  

                

      

  

  
  
          
                    
                                
                                                                                        
                                                  
                                                    Sign In
                                                  

                                            

                                            
                                                  
                                                    Create an Account
                                                  

                                            

                                            
                                                    
                                                      Become A Premium Member
                                                    

                                            

                                                                            

                    

          

  

  
  
          
                
                    
                                
                                
                                
                                
                                  
                                

                    

                

          

  



  
    
      
      
        
                  
            Topics
            
              
            
          

                  
          
            

            
                                                    
                        
                            All Topics
                        

                    

                                                                    
                    
                      Fraud Management & Cybercrime
                    

                  

                                                    
                                           
                      
                          ATM Fraud
                      

                    

                                          
                      
                          ACH Fraud
                      

                    

                                          
                      
                          Electronic / Mobile Payments Fraud
                      

                    

                                          
                      
                          Social Media
                      

                    

                                          
                      
                          Anti-Phishing, DMARC
                      

                    

                                          
                      
                          Cybercrime
                      

                    

                                          
                      
                          Cybercrime as-a-service
                      

                    

                                          
                      
                          Cyberwarfare / Nation-state attacks
                      

                    

                                          
                      
                          Ransomware
                      

                    

                                          
                      
                          Account Takeover
                      

                    

                                          
                      
                          Email Security & Protection
                      

                    

                                          
                      
                          API Security
                      

                    

                                          
                      
                          Election Security
                      

                    

                                        

                                                                                                   
                    
                      Governance & Risk Management
                    

                  

                                                    
                                           
                      
                          Audit
                      

                    

                                          
                      
                          Data Masking & Information Archiving
                      

                    

                                          
                      
                          Governance, Risk & Compliance (GRC)
                      

                    

                                          
                      
                          Privacy
                      

                    

                                          
                      
                          Insider Threat
                      

                    

                                          
                      
                          Risk Assessments
                      

                    

                                          
                      
                          Vendor Risk Management
                      

                    

                                          
                      
                          Business Continuity & Disaster Recovery
                      

                    

                                          
                      
                          Remote Workforce
                      

                    

                                          
                      
                          Operational Technology
                      

                    

                                          
                      
                          Cybersecurity Spending
                      

                    

                                          
                      
                          Zero Trust
                      

                    

                                          
                      
                          Cyber Insurance
                      

                    

                                          
                      
                          Password & Credential Management
                      

                    

                                          
                      
                          Big Data Security Analytics
                      

                    

                                        

                                                                                                   
                    
                      Standards, Regulations & Compliance
                    

                  

                                                    
                                           
                      
                          FFIEC Authentication Guidance
                      

                    

                                          
                      
                          FISMA
                      

                    

                                          
                      
                          General Data Protection Regulation (GDPR)
                      

                    

                                          
                      
                          Gramm-Leach-Bliley Act (GLBA)
                      

                    

                                          
                      
                          HIPAA / HITECH
                      

                    

                                          
                      
                          COBIT Compliance
                      

                    

                                          
                      
                          PCI Standards
                      

                    

                                        

                                                                                                   
                    
                      Security Operations
                    

                  

                                                    
                                           
                      
                          DDOS Protection
                      

                    

                                          
                      
                          Cloud Security
                      

                    

                                          
                      
                          Identity & Access Management
                      

                    

                                          
                      
                          Biometrics
                      

                    

                                          
                      
                          Privileged Access Management
                      

                    

                                          
                      
                          Incident / Breach Response
                      

                    

                                          
                      
                          Breach Notification
                      

                    

                                          
                      
                          Digital Forensics
                      

                    

                                          
                      
                          Network Firewalls & Network Access Control
                      

                    

                                          
                      
                          Network Performance Monitoring & Diagnostics
                      

                    

                                          
                      
                          Security Information & Event Management (SIEM)
                      

                    

                                          
                      
                          Encryption / Key Management
                      

                    

                                          
                      
                          Network Detection & Response
                      

                    

                                          
                      
                          Multifactor & Risk-based Authentication
                      

                    

                                          
                      
                          Managed Detection & Response
                      

                    

                                          
                      
                          Customer Identity & Access Management (CIAM)
                      

                    

                                          
                      
                          Attack Surface Management
                      

                    

                                          
                      
                          Active Directory
                      

                    

                                          
                      
                          Cloud Data Security & Resilience
                      

                    

                                          
                      
                          Cloud-Native Application Protection Platform
                      

                    

                                        

                                                                                                   
                    
                      Endpoint Security
                    

                  

                                                    
                                           
                      
                          Device Identification
                      

                    

                                          
                      
                          Enterprise Mobility Management / BYOD
                      

                    

                                          
                      
                          Internet of Things Security
                      

                    

                                        

                                                                                                   
                    
                      Next-Gen Security Technologies
                    

                  

                                                    
                                           
                      
                          Advanced SOC Operations / CSOC
                      

                    

                                          
                      
                          Artificial Intelligence & Machine Learning
                      

                    

                                          
                      
                          Application Security
                      

                    

                                          
                      
                          Active Defense & Deception
                      

                    

                                          
                      
                          Threat Modeling
                      

                    

                                          
                      
                          Secure Software Development Lifecycle (SSDLC)
                      

                    

                                          
                      
                          DevSecOps
                      

                    

                                          
                      
                          Blockchain & Cryptocurrency
                      

                    

                                          
                      
                          User & Entity Behavioral Analytics (UEBA)
                      

                    

                                          
                      
                          Threat Hunting
                      

                    

                                          
                      
                          Threat Intelligence
                      

                    

                                          
                      
                          Infrastructure as Code
                      

                    

                                          
                      
                          Endpoint Detection & Response (EDR)
                      

                    

                                          
                      
                          Cloud Access Security Brokers (CASB)
                      

                    

                                          
                      
                          Threat Detection
                      

                    

                                          
                      
                          Open XDR
                      

                    

                                          
                      
                          Observability
                      

                    

                                          
                      
                          SASE
                      

                    

                                          
                      
                          Mobile Application Security
                      

                    

                                          
                      
                          Microsoft Security Copilot
                      

                    

                                        

                                                                                                   
                    
                      Training & Security Leadership
                    

                  

                                                    
                                           
                      
                          CISO Training
                      

                    

                                          
                      
                          Professional Certifications & Continuous Training
                      

                    

                                          
                      
                          Information Sharing
                      

                    

                                          
                      
                          Security Awareness Programs & Computer-based Training
                      

                    

                                          
                      
                          Leadership & Executive Communication
                      

                    

                                          
                      
                          Recruitment & Reskilling Strategy
                      

                    

                                        

                                                                                                   
                    
                      Email Security & Protection
                    

                  

                                                    
                                           
                      
                          Anti-Phishing, DMARC
                      

                    

                                          
                      
                          Business Email Compromise (BEC)
                      

                    

                                          
                      
                          Email Threat Protection
                      

                    

                                        

                                                                                                   
                    
                      Access Management
                    

                  

                                                                      

                                                          

                            
                  

                                                                          
                              
                                  Resource Centers
                              

                          

                                                                                                      
                              
                                  FFIEC
                              

                          

                          
                                                                                                    
                              
                                  HIPAA Omnibus
                              

                          

                          
                                                                                                    
                              
                                  DDoS
                              

                          

                          
                                                                                                    
                              
                                  Ransomware
                              

                          

                          
                                                                                                    
                              
                                  GDPR
                              

                          

                          
                                                                                                    
                              
                                  COVID-19
                              

                          

                                                    

                            
                                                                

                      

        

                                        
                  
            News
            
              
            
          

                    
             
              
              

                  
                                                                  
                              
                                  All News
                              

                          

                                                                                        
                              
                                  Articles
                              

                          

                                                                                        
                              
                                  Interviews
                              

                          

                                                                                        
                              
                                  Blogs
                              

                          

                                                                                        
                              
                                  Videos
                              

                          

                                                          

              

              
                
                  
                    
                                                                
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Quantum Computing: A New Dawn for Encryption Vulnerabilities

                                  Michael Novinson •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  US Expands Global Coalition on Commercial Spyware Misuse

                                  Chris Riotta •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  US SEC Charges Two Investment Advisers With AI Washing

                                  Rashmi Ramesh •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Trend Micro Spots Possible iSoon Campaign

                                  Mihir Bagwe •
                                                                    March 19, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Quantum Computing: A New Dawn for Encryption Vulnerabilities

                                  Michael Novinson •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  US Expands Global Coalition on Commercial Spyware Misuse

                                  Chris Riotta •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  US SEC Charges Two Investment Advisers With AI Washing

                                  Rashmi Ramesh •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Trend Micro Spots Possible iSoon Campaign

                                  Mihir Bagwe •
                                                                    March 19, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Safeguarding Critical OT and IoT Gear Used in Healthcare

                                  Marianne Kolbasuk McGee •
                                                                    March 18, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Protecting Medical Devices Against Future Cyberthreats

                                  Marianne Kolbasuk McGee •
                                                                    March 15, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Transforming a Cyber Program in the Aftermath of an Attack

                                  Marianne Kolbasuk McGee •
                                                                    March 15, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Properly Vetting AI Before It's Deployed in Healthcare

                                  Marianne Kolbasuk McGee •
                                                                    March 14, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  A Career in Combating Cryptocurrency Scams

                                  Steve King •
                                                                    March 19, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  AI Infused with XDR, SIEM, and Threat Intelligence Set to Reshape Cybersecurity

                                  Information Security Media Group •
                                                                    March 18, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Ransomware Groups: Trust Us. Uh, Don't.

                                  Mathew J. Schwartz •
                                                                    March 18, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  AI in the Trenches

                                  Information Security Media Group •
                                                                    March 18, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      ►
                                  

                                  Compliance

                                  Know Your Business Context Before Trying Microsegmentation

                                                                                                                                      

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  ISMG Editors: Inside the Politics of US Cybersecurity

                                                                                                                                      

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  UK Council's Vision: Set High Standards in Cybersecurity

                                                                                                                                      

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  Ready to Do Business With Machine Customers?

                                                                                                                                      

                                                      

                        

                      

                                          

                                          
                    
                  

                

              
            

          

        

                                
                  
            Training
            
              
            
          

                    
             
              
              

                  
                                                                  
                              
                                  Webinars
                              

                          

                                                                                        
                              
                                  Course Library
                              

                          

                                                                                        
                              
                                  Calendar
                              

                          

                                                                                        
                              
                                  Speakers
                              

                          

                                                          

              

              
                
                  
                    
                                                                
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Webinar | Compromised Credentials in 2024: What to Know about the World's #1 Attack Vector

                                  Tim Chase •
                                                                    April 24, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Webinar | Hackers' Holy Grail: Insights into the Compromised Credentials Crisis

                                  Tim Chase •
                                                                    April 24, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Live Webinar | Cyber Resiliency: The Building Blocks for transforming Australia’s Enterprise Security and Risk Management

                                  Stuart Pearce •
                                                                    April 8, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Live C-level Discussion | Navigating Security Proactive Protection in 2024: Posture, Reputation and Bottom Line

                                  Christopher Campbell •
                                                                    March 26, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Webinar | Hackers' Holy Grail: Insights into the Compromised Credentials Crisis

                                  Tim Chase •
                                                                    April 24, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Webinar | Compromised Credentials in 2024: What to Know about the World's #1 Attack Vector

                                  Tim Chase •
                                                                    April 24, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Live Webinar | Cyber Resiliency: The Building Blocks for transforming Australia’s Enterprise Security and Risk Management

                                  Stuart Pearce •
                                                                    April 8, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Live C-level Discussion | Navigating Security Proactive Protection in 2024: Posture, Reputation and Bottom Line

                                  Christopher Campbell •
                                                                    March 26, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Live Webinar | Navigating Identity Threats: Detection & Response Strategies for Modern Security Challenges

                                  John Frushour •
                                                                    March 21, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Harnessing Exploitability Information for Effective Prioritization

                                  Jay Jacobs, Author of EPSS and Chief Data Scientist, Cyentia Institute •
                                                                    March 21, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  How Credit Unions Can Grow Their Businesses Safely by Navigating the Growing Risk of Fraud

                                  Christopher Schnieper •
                                                                    March 26, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Live Webinar | Proactive Protection: Mitigating Cyber Exposure with Actionable Insights

                                  Christopher Campbell •
                                                                    March 26, 2024
                                

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Soh Kiat  Hiong

                                                                      Rubrik Asia
                                   
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Chin Leong Wong

                                                                      Entrust
                                   
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Bhaskar Pramanik

                                                                      State Bank of India
                                   
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Mischel Kwon

                                                                      W@tchtower
                                   
                                

                                                      

                        

                      

                                          

                                          
                    
                  

                

              
            

          

        

                                
                  
            Resources
            
              
            
          

                    
             
              
              

                  
                                                                  
                              
                                  All Resources
                              

                          

                                                                                        
                              
                                  Handbooks
                              

                          

                                                                                        
                              
                                  Surveys
                              

                          

                                                                                        
                              
                                  White Papers
                              

                          

                                                          

              

              
                
                  
                    
                                                                
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Revolutionizing Cross-Border Transactions with Permissioned DeFi

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  H1 2024 Threat Horizons Report

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Cyber Snapshot Report Issue 5

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  The Business Value of Google Security Operations

                                                                                                                                      

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  2021: The Year of Complexity

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Combatting Cybercrime

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Top Canadian Cyber Threats Expected in 2020

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Leveraging New Technologies in Fraud Investigations

                                                                                                                                      

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Gaining Security Visibility and Insights Throughout the Identity Ecosystem Survey

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Key Security Challenges and Tooling Approaches for 2024

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Fighting Fraud & Financial Crime in ASEAN, IN, HK, ANZ

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  First Annual Generative AI Study: Business Rewards vs. Security Risks

                                                                                                                                      

                                                      

                        

                      

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Revolutionizing Cross-Border Transactions with Permissioned DeFi

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Cyber Snapshot Report Issue 5

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  The Business Value of Google Security Operations

                                                                                                                                      

                                                            
                                  
                                      
                                  

                                  Compliance

                                  H1 2024 Threat Horizons Report

                                                                                                                                      

                                                      

                        

                      

                                          

                                          
                    
                  

                

              
            

          

        

                                
                  
            Events
            
              
            
          

                    
             
              
              

                  
                                                                  
                              
                                  All ISMG Events
                              

                          

                                                                                        
                              
                                  Geo-Targeted Events
                              

                          

                                                                                        
                              
                                  Topic-Driven Events
                              

                          

                                                                                        
                              
                                  Industry-Focused Events
                              

                          

                                                                                                                                
                              
                                  RSA Conference
                              

                          

                                                                                        
                              
                                  Infosecurity Europe
                              

                          

                                                          

              

              
                
                  
                    
                                                                
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets USA Summit

                                                                                                      March 26, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets APAC Summit

                                                                                                      April 3, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Cybersecurity Implications of AI Summit: North America West

                                                                                                      April 16, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #ManuSec Cyber Security for Manufacturing Canada Summit

                                                                                                      April 23, 2024
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Cybersecurity Summit: North America Midwest

                                                                                                      June 20, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets USA Summit

                                                                                                      March 26, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets APAC Summit

                                                                                                      April 3, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #ManuSec Cyber Security for Manufacturing Canada Summit

                                                                                                      April 23, 2024
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Fraud, Security & Risk Management Summit: New York

                                                                                                      April 25, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Cybersecurity Implications of AI Summit: North America West

                                                                                                      April 16, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets USA Summit

                                                                                                      March 26, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets APAC Summit

                                                                                                      April 3, 2024
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Healthcare Cybersecurity Summit: New York

                                                                                                      July 18, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets USA Summit

                                                                                                      March 26, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #CS4CA: Cyber Security for Critical Assets APAC Summit

                                                                                                      April 3, 2024
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  #ManuSec Cyber Security for Manufacturing Canada Summit

                                                                                                      April 23, 2024
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  

                                                                                                      
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  

                                                                                                      
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  

                                                                                                      
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  

                                                                                                      
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      
                                  

                                  Compliance

                                  Endor Labs Raises $70M to Push From Code to Pipeline Defense

                                  Michael Novinson •
                                                                    August 3, 2023
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  RSA Conference 2023 Compendium: 160+ Interviews and More

                                  Information Security Media Group •
                                                                    May 24, 2023
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Pulling the Covers Off  'Secret Sprawl' to Reduce Risk

                                  Anna Delaney •
                                                                    May 16, 2023
                                

                                                            
                                  
                                      
                                  

                                  Compliance

                                  Detecting and Mitigating Fraud Through Trust Building

                                  Tom Field •
                                                                    May 11, 2023
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                                                                      
                      
                        
                          
                                                              
                                  
                                      ►
                                  

                                  Compliance

                                  Strategy Is Inspiration; Operations Make It Reality

                                  Tony Morbin •
                                                                    August 10, 2023
                                

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  Shadow APIs - You Can't Defend What You Don't Know Exists

                                  Tony Morbin •
                                                                    August 2, 2023
                                

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  Expel: Firms Still Threatened by Old Vulnerabilities

                                  Anna Delaney •
                                                                    August 2, 2023
                                

                                                            
                                  
                                      ►
                                  

                                  Compliance

                                  Don't Blame Users for Failures - Support Them to Be Secure

                                  Tony Morbin •
                                                                    August 1, 2023
                                

                                                      

                        

                      

                                                

                          
                              See More »
                          

                                          

                                          
                    
                  

                

              
            

          

        

                                        

                                                                                                              
                                                                                                                                                                                                                                                                                                                                    
                                    
                                                                                                                                                                                                                                                                                                                                                                                                                                                                            
        
                          
                Jobs
                
                  
                
              

                      
          

              
                                                                 
                           
                               Job Board
                           

                       

                                                                                        
                           
                               Post a Job
                           

                       

                                                        

          

        

        
          
            ISMG Network
            
              
            

          
          
                            
                  
                    BankInfoSecurity
                  

                

                            
                  
                    CUInfoSecurity
                  

                

                            
                  
                    GovInfoSecurity
                  

                

                            
                  
                    HealthcareInfoSecurity
                  

                

                            
                  
                    InfoRiskToday
                  

                

                            
                  
                    CareersInfoSecurity
                  

                

                            
                  
                    DataBreachToday
                  

                

                            
                  
                    DeviceSecurity
                  

                

                            
                  
                    FraudToday
                  

                

                            
                  
                    PaymentSecurity
                  

                

                            
                  
                    CIO
                  

                

                            
                  
                    AIToday
                  

                

                      

        

        
                                                          
                        United States
                        
                            
                        
                    

                                                                                                                                                        
            
                                    
                        
                            United States
                        

                    

                                    
                        
                            United Kingdom
                        

                    

                                    
                        
                            Europe
                        

                    

                                    
                        
                            India
                        

                    

                                    
                        
                            Asia
                        

                    

                            

                  

          
            
              Become A Premium Member
            

          

      

    

    
      
        
          
            
              
            

            
              
            

            
              
            

            
              
            

            
              
            

          

        

      

    

    
      
        
          
              
          

        

      

  




    
    
            
                      
                        
                        
                          
                            
                        

                      

            

    










    
        
    
      
        TRENDING: 
      

      	Webinar I Future Proof Your Organization with an Integrated Approach to Enterprise Customer Decisioning•
	Gaining Security Visibility and Insights Throughout the Identity Ecosystem•


          
    



    






    
    

        
            
            

                
    
        

            
                
                                    
                                Quantum Computing: A New Dawn for Encryption Vulnerabilities


                Michael Novinson • March 19, 2024 
                                    


                As quantum computing looms, experts emphasize the urgency of embracing quantum-safe strategies. They highlight the need for proactive measures to protect digital assets from future breaches, deliver long-term data security and ensure the integrity of encryption.
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                            Endpoint Security
            
            US Expands Global Coalition on Commercial Spyware Misuse



            
                                                            Chris Riotta
                                                                 • 
                                March 19, 2024
                            


            The White House announced six new countries were joining a coalition of international governments signing onto a joint statement on efforts to counter the proliferation and misuse of commercial spyware amid growing threats to government officials in the U.S. and abroad.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Artificial Intelligence & Machine Learning
            
            US SEC Charges Two Investment Advisers With AI Washing



            
                                                            Rashmi Ramesh
                                                                 • 
                                March 19, 2024
                            


            In the post-ChatGPT era, nearly every technology company offers some version of artificial intelligence service. But in some companies, the only AI service available is lip service, according to recent Securities and Exchange Commission lawsuits.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cyberwarfare / Nation-State Attacks
            
            Trend Micro Spots Possible iSoon Campaign



            
                                                            Mihir Bagwe
                                                                 • 
                                March 19, 2024
                            


            Security researchers say they've spotted a hacking campaign with a strong focus in Southeast Asia that could be the work of Chinese state hacking contractor iSoon, the company whose February internal data leak threw a spotlight on a network of private sector companies hacking on behalf of Beijing.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Governance & Risk Management
            
            Airbus Backtracks From Planned Atos Cybersecurity Takeover



            
                                                            Akshaya Asokan
                                                                 • 
                                March 19, 2024
                            


            European aerospace giant Airbus on Tuesday called off a multibillion-euro plan to acquire a cybersecurity unit of French IT consultancy firm Atos. Share values of cash-strapped Atos fell approximately 20% by the end of the trading day. Airbus' value rose by nearly 1%.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Incident & Breach Response
            
            After 70M Individuals' Data Leaks, AT&T Denies Being Source



            
                                                            Mathew J. Schwartz
                                                                 • 
                                March 19, 2024
                            


            Data breach blast from the past: Data pertaining to 70 million individuals that the ShinyHunters gang claimed were AT&T customers has been leaked via a hacking forum, three years after criminals first offered it for sale. AT&T said the information didn't appear to have been stolen from its systems.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Artificial Intelligence & Machine Learning
            
            Erosion of Trust Most Concerning Threat to UK Elections



            
                                                            Akshaya Asokan
                                                                 • 
                                March 18, 2024
                            


            Nation-state-led disinformation campaigns that intend to erode public trust are the biggest threat to the upcoming U.K. election, experts told a parliamentary panel on Monday. Incidents of disinformation created with artificial intelligence have already been reported.

        

    

                
                              
                                
    
        
    




    
        
    


                                    

            
                                    
                    
    

                    
                
            

        
        

                            Governance & Risk Management
            
            Ransomware Hackers May Be Exploiting Aiohttp Library Bug



            
                                                            Mihir Bagwe
                                                                 • 
                                March 18, 2024
                            


            Hackers who are possibly members of a criminal group affiliated with numerous ransomware-as-a-service operations are exploiting a directory traversal vulnerability in a Python library that allows unauthenticated remote attackers access to sensitive information from server files.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Artificial Intelligence & Machine Learning
            
            BigID Raises $60M, Eyes M&A Around Data Security, Compliance



            
                                                            Michael Novinson
                                                                 • 
                                March 18, 2024
                            


            A data security firm led by a former CA Technologies executive raised $60 million to boost both organic and inorganic expansion around data and compliance. The round will build on the firm's new data hygiene tool as well as its new controls for detecting and tracking model access to sensitive data.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Incident & Breach Response
            
            IMF Investigating Cyber Incident Affecting Email Accounts



            
                                                            Chris Riotta
                                                                 • 
                                March 18, 2024
                            


            A spokesperson for the International Monetary Fund confirmed in a statement to ISMG on Monday that the global economic organization is investigating a February cyber incident that compromised 11 email accounts, all of which have since been re-secured.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Critical Infrastructure Security
            
            UK NCSC Publishes Guidance on Migrating SCADA to the Cloud



            
                                                            Prajeet Nair
                                                                 • 
                                March 18, 2024
                            


            If software is eating the world, cloud computing is eating infrastructure. Look no further than a push for cloud-hosted alternatives to SCADA systems. Cloud-hosted SCADA presents both opportunities and challenges for OT organizations, said the U.K. National Cyber Security Center.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cloud Security
            
            AWS Snags Skyhigh's Gee Rittenhouse to Run Security Business



            
                                                            Michael Novinson
                                                                 • 
                                March 18, 2024
                            


            Amazon Web Services hired Gee Rittenhouse to help organizations protect their data and applications in the cloud. Rittenhouse spent more than two years atop San Jose, California-based security service edge vendor Skyhigh and prior to that, more than three years leading Cisco's cybersecurity unit.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cybercrime as-a-service
            
            TMChecker Tool Lowers Barrier for Malicious Hacking



            
                                                            Prajeet Nair
                                                                 • 
                                March 18, 2024
                            


            A new tool set on the dark web is gaining traction as an attack weapon to target remote access services and popular e-commerce platforms. TMChecker helps threat actors seeking to compromise corporate networks and gain unauthorized access to sensitive data.
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