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                Image: Shutterstock                Spanish High Court Upholds Temporary Worldcoin Ban


                Akshaya Asokan • March 12, 2024 
                                    


                The Spanish High Court on Monday sided with the country's data regulator, the Spanish Data Protection Agency, to uphold a three-month ban on OpenAI founder Sam Altman's controversial digital identity and cryptocurrency platform Worldcoin due to privacy concerns.
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                            Artificial Intelligence & Machine Learning
            
            DARPA Picks 7 Small Businesses for AI Cyber Challenge



            
                                                            Rashmi Ramesh
                                                                 • 
                                March 12, 2024
                            


            DARPA said it wants to "redefine" AI security, so it is offering support to seven small businesses to automatically find and fix software vulnerabilities at scale. As part of its AI Cyber Challenge, DARPA awarded the companies $1 million each to develop a "cyber reasoning system" using AI.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Fraud Management & Cybercrime
            
            Ransomware Talent Surges to Akira After LockBit's Demise



            
                                                            Mathew J. Schwartz
                                                                 • 
                                March 12, 2024
                            


            Ransomware groups may come and go, but often it's only in name, as the individuals involved will move on to power whatever group remains a going concern. Cue a reported flow of top talent from LockBit, which was recently disrupted by law enforcement, to Akira, which is apparently alive and well.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cyberwarfare / Nation-State Attacks
            
            Advanced Tech Fuels Authoritarian Threats, US Intel Warns



            
                                                            Mihir Bagwe
                                                                 • 
                                March 12, 2024
                            


            Authoritarian countries are seizing on technological advances to sway the global balance during a time of increased geopolitical fragility, U.S. intelligence agencies warned in an annual threat assessment. Generative artificial intelligence and biotechnology have high potential for shifting power.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Anti-Phishing, DMARC
            
            Dropbox Used in Latest Exploit for Phishing Attacks



            
                                                            Prajeet Nair
                                                                 • 
                                March 11, 2024
                            


            Phishing attacks continue to adapt to exploit popular apps. While many phishing campaigns have focused on mobile banking and payment sites, attackers are also targeting widely used but lower-profile, cloud-based utilities such as the ubiquitous Dropbox storage platform.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Endpoint Security
            
            Broadcom Axes Carbon Black Sale, to Merge Unit With Symantec



            
                                                            Michael Novinson
                                                                 • 
                                March 11, 2024
                            


            Months after declaring "Carbon Black is Back," the endpoint security unit was gobbled up by Broadcom and folded into its Symantec security team. "We would generate more value to our shareholders by taking Carbon Black - which is not that big - and integrating it into Symantec," CEO Hock Tan said.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Artificial Intelligence & Machine Learning
            
            Italian Data Regulator Launches Probe Into OpenAI's Sora



            
                                                            Akshaya Asokan
                                                                 • 
                                March 11, 2024
                            


            The Italian data protection regulator opened a privacy inquiry into Sora, OpenAI's newly announced text-to-video artificial intelligence model. The inquiry follows an ongoing probe into ChatGPT. OpenAI has 20 days to respond to a number of questions posed by the Italian agency.

        

    

                
                              
                                
    
        
    




    
        
    


                                    

            
                                
                
                                        
    

                    
                
            

        
        

                            Cloud Security
            
            Why Wiz Is Pursuing Its 2nd Massive Funding Round in 2 Years



            
                                                            Michael Novinson
                                                                 • 
                                March 11, 2024
                            


            The New York-based cloud security phenom is speaking with several investors include Thrive, Lightspeed Venture Partners, G Squared, Sequoia and Cyberstarts in hope of raising roughly $800 million at a valuation of more than $10 billion. The cash infusion would help Wiz finance future acquisitions.

        

    

                                        
                    
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cyber Insurance
            
            UK Conservatives Say 'No' to Cyber Insurance Backstop



            
                                                            Akshaya Asokan
                                                                 • 
                                March 10, 2024
                            


            The Conservative government of British Prime Minister Rishi Sunak says it won't champion a reinsurance plan for cyber insurance similar to flood insurance, telling a parliamentary committee it doesn't want to "damage competition." Global ransomware payments surged to record levels during 2023.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Artificial Intelligence & Machine Learning
            
            Sam Altman Reinstated to OpenAI Board



            
                                                            David Perera
                                                                 • 
                                March 8, 2024
                            


            Generative artificial intelligence leader OpenAI returned Sam Altman to its board of directors Friday in a bid to put to rest a leadership crisis that rocked the San Francisco company during the last months of 2023. Fallout from the incident may yet reverberate for OpenAI.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Cyberwarfare / Nation-State Attacks
            
            Hackers Compromised Ivanti Devices Used by CISA



            
                                                            Chris Riotta
                                                                 • 
                                March 8, 2024
                            


            The U.S. Cybersecurity and Infrastructure Security Agency apparently had a good reason to urge federal agencies to reset vulnerable Ivanti VPN devices: Hackers breached two gateways used by CISA, forcing the agency to yank them offline. The agency "immediately took offline" the affected VPNs.
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                            Artificial Intelligence & Machine Learning
            
            ISMG Editors: Our Pledge to You in a New Era of Journalism



            
                                                            Anna Delaney
                                                                 • 
                                March 8, 2024
                            


            In the latest weekly update, ISMG editors discussed the cyberattack that's sending shock waves through the U.S. healthcare sector, Palo Alto's strategic pivot and its far-reaching implications for the industry, and new developments in tech and journalism at Information Security Media Group.

        

    

                
                              
                                    

            
                                    
                    
    

                    
                
            

        
        

                            Governance & Risk Management
            
            White House Advisory Team Backs Cybersecurity Tax Incentives



            
                                                            Chris Riotta
                                                                 • 
                                March 8, 2024
                            


            The National Security Telecommunications Advisory Committee is recommending the administration work to establish financial incentives, such as tax deductions and federal grants, for critical infrastructure owners and operators that implement enhanced cybersecurity standards.
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